
PRIVACY &
CONFIDENTIALITY POLICY

1 - Purpose

TAA is committed to protecting the privacy and confidentiality of all personal and business information 

entrusted to us by employees, customers, clients, and business partners. This policy outlines the 

procedures we follow to ensure the safe handling, storage, and use of sensitive information in 

compliance with relevant laws and regulations, including data protection legislation. This policy ensures 

compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 

2018

2 - Scope

This policy applies to:

All employees, contractors, and partners working with TAA.
All personal data, business information, and confidential details related to our operations, clients, 
and employees.



3 - Definitions

Personal Data Information relating to an individual that can 

identify them, either directly or indirectly (e.g., 

name, contact details, financial information).

Confidential Information Any non-public information related to TAA, its 

clients, employees, or business operations, 

including trade secrets, financial data, customer 

lists, business plans, etc.

Data Subject Any individual whose personal data is being 

processed by TAA.

Data Processing Any action performed on data, including 

collection, storage, usage, and sharing.

4 - Principles for Handling Personal Data

TAA is committed to processing personal data in accordance with the following principles:

Lawfulness, Fairness, and Transparency Data will be processed lawfully and transparently, 

ensuring individuals understand how their 

information is used.

Purpose Limitation Data will be collected for specific, legitimate 

purposes and not processed further in ways 

incompatible with those purposes.

Data Minimisation Only the necessary personal data will be 

collected and processed.

Accuracy We will take steps to ensure data is accurate and 

kept up to date.

Storage Limitation Personal data will be stored for no longer than is 

necessary for its intended purpose.

Integrity and Confidentiality Data will be processed securely, protecting it 

against unauthorised or unlawful processing, 

accidental loss, destruction, or damage.



TAA processes personal data under one or more lawful bases, including legal obligation, contractual 

necessity, legitimate interests, and consent where required 

5 - Types of Data Collected

TAA may collect and process the following types of personal and confidential data:

For Employees Names, contact details, employment records, 

payroll information, and performance data.

For Clients/Customers Names, contact information, payment details, 

business transactions, and service-related data.

For Business Operations Supplier details, financial records, contracts, and 

internal communications.

Special Category Special category data may also be processed 

where necessary, including information relating 

to health, SEND, safeguarding, wellbeing, and 

equality monitoring. Such data will be handled 

with enhanced security and accessed only on a 

strict need-to-know basis. 

6 - Confidential Information Handling

All employees, contractors, and third parties working with TAA must follow these rules to ensure the 

confidentiality of information:

Non-Disclosure: Confidential information must not be shared with unauthorised individuals or 
external parties without consent, unless required by law.
Secure Storage: Confidential documents, whether in physical or digital form, must be securely 
stored to prevent unauthorised access (e.g., locked cabinets for physical files, password protection 
and encryption for digital files).
Data Access: Access to confidential and personal data is restricted to employees who need it to 
perform their duties. This access will be granted only as necessary.
Data Transmission: When sending confidential information electronically, secure methods such as 
encryption must be used. Physical documents should be securely delivered or transferred.
Third-Party Disclosure: When confidential data is shared with third-party service providers, 
contracts must be in place to ensure that the third party complies with data protection and 
confidentiality requirements.



7 - Employee Responsibilities

Employees are expected to adhere to the following guidelines:

Confidentiality Agreements: All employees must sign confidentiality agreements as part of their 
employment contract.
Report Data Breaches: Any suspected or actual data breach must be immediately reported to 
management or the designated data protection officer (DPO).
Maintain Confidentiality Post-Employment: Even after leaving TAA employees are required to 
maintain the confidentiality of sensitive information they had access to during their employment.

8 - Data Security Measures

To protect personal and confidential information, TAA implements the following security measures:

Access Controls: Access to sensitive data is limited to authorised personnel through the use of 
passwords, encryption, and secure authentication.
Regular Audits: We conduct regular reviews of our data security procedures to ensure compliance 
with this policy.
Data Encryption: Personal and confidential information is encrypted when stored or transmitted 
electronically.
Employee Training: Staff will receive mandatory data protection and confidentiality training at 
induction and regular refresher training thereafter.
Records of data processing, data breaches, training, and data subject requests will be maintained 
to demonstrate compliance and support audit and inspection activity.

9 - Data Retention and Deletion

Retention Period: Personal and confidential information will be retained only for as long as 
necessary to fulfil its intended purpose or comply with legal obligations.
Secure Disposal: When information is no longer needed, it will be securely deleted or destroyed 
(e.g., shredding of physical documents, permanent deletion of digital files).



10 - Third-Party Data Sharing

We engage carefully selected third-party partners and service providers who process personal data on 

our behalf in compliance with GDPR. This includes data shared with employers, awarding bodies, End 

Point Assessment Organisations, funding agencies and regulators to deliver apprenticeship 

programmes and meet statutory requirements. 

From time to time, we appoint digital marketing agencies to conduct outreach and marketing activities 

on our behalf. As part of these activities, personal data may be processed in accordance with applicable 

data protection laws. Our appointed digital marketing agency is Prospect Global Ltd (trading as Sopro) 

Reg. UK Co. 09648733. You can contact Sopro and view their privacy policy here: http://sopro.io. Sopro is 

registered with the ICO Reg: ZA346877. Their Data Protection Officer can be emailed at: dpo@sopro.io

When sharing data with third parties, TAA ensures that they comply with relevant data protection and 

confidentiality standards.

11 - Artificial Intelligence (AI) & Automated

Processing

TAA recognises that AI-enabled and automated systems may be used to support administrative, quality, 

and learning processes. Any such systems will be used responsibly, transparently, and in compliance 

with UK GDPR. AI tools will not be used to make solely automated decisions that have a significant 

impact on individuals without appropriate human oversight. Particular care will be taken to ensure that 

AI does not disadvantage individuals with SEND or other protected characteristics, and that accessibility 

and fairness remain central to all processing decisions.

http://sopro.io/
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mailto:dpo@sopro.io
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12 - Rights of Data Subjects

Individuals whose personal data is processed by TAA have the following rights:

Access The right to request access to their personal data.

Rectification The right to request corrections to inaccurate or 

incomplete data.

Erasure The right to request the deletion of their personal 

data where it is no longer necessary.

Restriction The right to request the restriction of processing 

under certain circumstances.

Objection The right to object to the processing of their data 

in certain situations.

Data Portability The right to receive a copy of their personal data 

in a structured, commonly used format.

13 - Data Breaches

In the event of a data breach involving personal or confidential information:

Reporting: Any employee who becomes aware of a data breach must immediately report it to the 
designated Data Protection Officer (DPO) or company management.
Containment: Steps will be taken to contain the breach and prevent further unauthorised access.
Notification: Where required by law, affected individuals and relevant authorities will be notified 
within 72 hours of discovering the breach.

14 - Monitoring and Review

This Privacy and Confidentiality Policy will be reviewed annually or whenever there is a change in 

relevant legislation or company practices. Updates to the policy will be communicated to all employees.



Approval and Acknowledgment

This Privacy and Confidentiality Policy has been approved by senior management and is applicable to all 

employees.

Reviewed May 14, 2026

Reviewed by JW

Approved Directors


