DATA PROTECTION &
GDPR POLICY

1- Purpose

The purpose of this policy is to ensure that TAA complies with the UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018. This policy outlines the responsibilities,

principles, and procedures that TAA follows to protect personal data and safeguard the privacy of
individuals.

This policy applies to all personal data collected, processed, stored, or shared by TAA. It covers

employees, apprentices, associates, suppliers, and anyone whose personal information is handled by
TAA. The policy applies to all forms of data, whether electronic or paper-based, and includes any data
processed by third parties on behalf of TAA.



3 - Key Definitions

Personal Data Any information that identifies or can be used to
identify an individual (data subject). This includes
names, addresses, contact details, IP addresses,

and any other data that can be linked to an

individual.
Data Subject The individual to whom the personal data relates.
Data Controller TAA, responsible for determining the purpose

and means of processing personal data.

Data Processor Any third party that processes personal data on
behalf of TAA.
Processing Any action involving personal data, such as

collecting, storing, using, or sharing.

Special Category Data Sensitive personal data, such as health
information, racial or ethnic origin, political
opinions, religious beliefs, and data concerning a
person’s sexual orientation or criminal history.




4 - Data Protection Principles

TAA adheres to the following principles when processing personal data:

1 - Lawfulness, Fairness, and
Transparency

Personal data will be processed lawfully, fairly,
and in a transparent manner. Individuals will be
informed of how their data is collected,

processed, and used.

2 - Purpose Limitation

Personal data will only be collected for specific,
legitimate purposes and will not be used in a way
incompatible with those purposes.

3 - Data Minimisation

Only the minimum amount of personal data

necessary for the purpose will be collected.

4 - Accuracy

TAA will take steps to ensure personal data is
accurate and up-to-date. Inaccurate data will be
corrected or deleted.

5 - Storage Limitation

Personal data will not be retained longer than
necessary for the purposes for which it was
collected.

6 - Integrity and Confidentiality

Personal data will be processed securely to
prevent unauthorised access, loss, or damage.

7 - Accountability

TAA will demonstrate compliance with these
principles and take responsibility for ensuring
data protection obligations are met.




5 - Data Subject Rights

TAA respects the rights of data subjects and ensures they can exercise the following rights under GDPR:

Right to be Informed

Individuals have the right to know how their data
is being processed and for what purpose.

Right of Access

Data subjects can request a copy of their
personal data and information on how it is being
processed.

Right to Rectification

Individuals can request corrections to inaccurate
or incomplete data.

Right to Erasure (Right to be Forgotten)

Individuals can request the deletion of their
personal data in certain circumstances, such as
when the data is no longer necessary for the

purpose it was collected.

Right to Restrict Processing

Data subjects can request a restriction on the
processing of their personal data under certain

conditions.

Right to Data Portability

Individuals have the right to receive their
personal data in a structured, commmonly used
format and transfer it to another data controller.

Right to Object

Individuals can object to the processing of their
data in certain situations, including direct
marketing.

Rights Related to Automated Decision
Making and Profiling

Individuals have rights related to decisions made
by automated processes, including the right to

challenge such decisions.

Artificial Intelligence (Al) and Automated
Processing

TAA recognises that automated systems and Al-
enabled tools may be used to support
administrative, quality, and learning processes.

TAA will not use solely automated decision-
making that has a legal or significant effect on
individuals without appropriate human
oversight. Any automated processing will be fair,
transparent, and subject to regular review to



prevent bias or discrimination, particularly for
apprentices with SEND or other protected

characteristics

6 - Legal Basis for Processing Personal Data

TAA will only process personal data where a legal basis exists, which may include:

Consent The individual has given clear consent for their

data to be processed for a specific purpose.

Contract Processing is necessary for the performance of a
contract with the data subject.

Legal Obligation Processing is required to comply with a legal
obligation.

Vital Interests Processing is necessary to protect someone’s life.

Public Task Processing is necessary to perform a task in the

public interest or the exercise of official authority.

Legitimate Interests Processing is necessary for TAA's legitimate
interests unless these interests are overridden by
the individual's rights.

7 - Special Category Data

TAA will only process special category data under the following conditions:

The data subject has given explicit consent.

Processing is necessary to carry out obligations under employment law.

Processing is necessary to protect the vital interests of the data subject or another individual.
Processing is carried out in the course of legitimate activities.

Processing relates to data made public by the data subject.

Processing is necessary for legal claims or judicial purposes.

Processing is necessary for reasons of substantial public interest.

This includes data relating to safeguarding, SEND, health, wellbeing, and learner support. Such data
will be accessed strictly on a need-to-know basis and handled with enhanced security controls.



8 - Data Security

TAA will implement appropriate technical and organisational measures to protect personal data from
unauthorised access, loss, or damage. These measures include:

Encryption Data will be encrypted where appropriate to

prevent unauthorised access.

Access Control Access to personal data will be limited to
authorised personnel based on their role.

Secure Storage Personal data will be stored securely, whether
electronically or in physical form.

Incident Response Any data breaches will be reported immediately

to the Operations Director and addressed in
accordance with GDPR.

9 - Data Breach Reporting

In the event of a data breach, TAA will take immediate steps to contain and assess the breach. The
following actions will be taken:

® The Director of Operations (Data Protection Officer (DPO) will be notified.

e Ifthe breach is likely to result in a risk to individuals, the Information Commissioner’s Office (ICO)
will be notified within 72 hours.

o Data subjects will be informed if the breach poses a high risk to their rights and freedoms.

e TAA will maintain a record of all data breaches, regardless of whether they are reportable to the
ICO.

10 - Data Retention

TAA will only retain personal data for as long as it is necessary for the purposes for which it was collected.
Data retention periods will be established based on legal, contractual, or business requirements.

Personal data that is no longer needed will be securely deleted or anonymised.



11 - Third-Party Data Processors

TAA may engage third-party service providers to process personal data on its behalf. Any third-party

processor must:

Comply with GDPR and data protection regulations.

Provide adequate guarantees of data security.

Process personal data only in accordance with TAA's instructions.

This may include employers, awarding bodies, EPAOs, funding agencies, regulators, and system
providers where data sharing is necessary to deliver training, assessment, safeguarding, or
statutory reporting requirements

12 - Responsibilities

12.1 - Data Protection Officer (DPO) TAA's Data Protection Officer is the Operations
Director who will oversee compliance with GDPR
and this policy. The DPO wiill:

® Monitor compliance with data protection
laws.

® Provide advice and guidance on data
protection issues.

e Act as the point of contact for data subjects
and the ICO.

12.2 - Employees All TAA employees have a responsibility to handle
personal data in accordance with this policy.
Employees must:

e Follow TAA's data protection guidelines.

e Report any data breaches or potential
security incidents to the DPO immediately.

e Participate in data protection training as
required.

13 - Training

TAA will provide training to all employees on data protection principles, GDPR compliance, and their

responsibilities for safeguarding personal data.

Training will be provided at induction and refreshed regularly, with additional updates where legislation
or organisational processes change.



14 - Review and Monitoring

This policy will be reviewed annually or as necessary to reflect changes in legislation, best practices, or
organisational needs. Any updates to the policy will be communicated to all staff.
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